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10 32IMHTe HHPOPMALHH B LEJIAX HTPOTHBOAEHCTBHS HE3AKOHHLIM (PHHAHCOBBIM

omepanusaM

1. MukpokpeanTnas komnanus «Pora Mukpopunancuposanust Kypranckoii o6nactuy, B
paMKkax coOmonenus tpeboBanuit [lonoxenus banka Poccum ot 17.04.2019 Ne 684-I1
«ITonoxenust 06 ycTaHOBJICHUM O0S3aTENBHBIX JUIS He KPEAMTHBIX (JMHAHCOBBIX OpPraHM3aIlMil
TpeOOBaHUH K 0OECIIEUEHUIO 3aIMTEI MHYOPMALWH 1P OCYIIECTBIEHUH [IEITENLHOCTH B chepe
(pMHAHCOBBIX PBIHKOB B LEJISIX IPOTHBOJAEHCTBHS OCYIIECTBICHHIO HE3AKOHHBIX (DHHAHCOBBIX
ONEPALUH) YBEIOMIIAET CBOUX KIMEHTOB, HCIOIB3YIONMX aBTOMATH3UPOBAHHBIE CHCTEMBI IS
NOJIyIeHHsA, MOJATOTOBKH, OOpabOTKH, Nepefayd M XpaHeHWs MH(OPMAUMU B HJIEKTPOHHOIM
opme, 0 BO3MOKHBIX PHCKAX MOJIyYeHUs HECAHKIHOHUPOBAHHOTO JOCTYIIA K HHPOPMALIHH, C
UEIbIO  OCYIIECTBICHHs (DMHAHCOBBIX ONEpalMii JuuaMH, He OOJajaloNMMU MPaBOM  HX
OCYIIECTBJICHHA, B TOM WYHCIIe NpU yTpare (I0Tepe, XUIEHHH) KIHEHTOM YCTPOWCTBA, C
HUCIIOJIE30BAHUEM KOTOPOIO MM COBEPIIANACH NEHCTBHS B LEJIX OCYIICCTBICHUs (UHAHCOBOIL
Ornepauyy ¥ HEOOXOMMMOCTH 3aI(UThl MH(OPMALMK OT BO3JEHCTBAS MPOrPAMMHEIX KOJOB,
NPUBOJAIIMX K HAPYIUCHHIO IITATHOrO (YHKIHMOHUPOBAHWS CPEACTBA BBIYMCIUTENBHOL
TEXHHUKH, CBOEBPEMEHHOMY OOHAPYKEHMIO BO3EHCTRIS BPEIOHOCHOTO KO,

2. B memix mpemoTBpaileHHs HECAHKIMOHUPOBAHHOTO NOCTYNAa K HH(OPMAIMH 1
HApYWICHUsT IITATHOTO (DYHKUMOHMPOBAHHMS CPEJCTBA BBIYMCIUTENBHON TEXHMKH KIHCHTa,
Mukpokpenuthas — kommanus  «@DOHA  MUKPO(UHAHCHPOBAHHS Kypranckoit  obnactu»
PEKOMEHJIYET CIEYIONME MePbl 3aUTHI:

2.1. B mensx 3amutsl MOGHIIBHBIX YCTPOHCTB:

CBOeBpeMEHHO yCTaHABIMBANTE 0OHOBICHHS GE30MACHOCTH ONEPALIMOHHON CHCTEMBI:

* llpn HanuMKM TEXHMYECKOH BOSMOXKHOCTH BKJIFOUMTE MM(POBAHHE JAHHBIX HA CBOEM

MOOUJIBHOM YCTPOKCTBE;

He otkmouaiite u He B3iaMbBaiiTe BCTPOGHHBIE MeXaHH3MBI O€30MACHOCTH BAIIEro

MOOMIJIBHOTO YCTpOiicTBa;

* Coxpansiite B Taiine Bamm uMms monbsosarens (JIOTHH), MApoib s J0CTyna B
uHpopmanponnsie cucrembl 1 CMC-kojb1. He cooGmaiite 3T JaHHbIe HHKOMY;

" V4eTHBIC 3aIMCH OMEPANMOHHON CHCTEMBI JOJDKHBI GBITH 3alHIIEHb! IAPOISAM;

* He xpanute 0run u napons B MoGHIBHOM Tenedone, cMapTdomne;

* Perynapno npousBoguTe cMeHy naposneii;

He ucnone3yiite oqnHakoBele JOTHH U HAPOIIb A7 JOCTYTIA K PA3THIHBIM CHCTEMAM:

» Jlnuna naposs fojpkHa ObITh HE MeHee 8 CHMBOJIOB:

B mapone o0s3aTensHO MOIDKHBI IPUCYTCTBOBATH 3ariiaBHbIE M HPOIHCHBIE CHMBOJbL.

LH(PEL, & TAKKE CTIEIHATBHEIE CHMBOITEL, Harpumep, #, %, N, * u T.1.;

* He ucnonb3yiite QyHKIMIO 3aIOMUHAHUS JIOTHHA U TIAPOJIS;

B kayectse mapons ne ciemyer Henosb30BaTh UM, GaAMUITHIO, JIEHb POXKICHUS 1 apyrue

IAMATHBIE NAaTel, HOMEp TeneoHa, aBTOMOOWMIS, ajipec MECTOXKUTENLCTBA M JPYrHE



JI@HHBIC, KOTOpBIE MOrYT ObITh M0JOOPaHBI 3TOYMBIIUICHHUKOM TyTeM aHalu3a
HH(OpPMALIMK 0 NOJIL30BATENE;

He npousnocure BenyX, He 3anuceBaiiTe W He XpaHHTE B JHOGOM JIOCTYITHOM
MOCTOPOHHUM JIMIIAM MECTE MapoJIy.

2.2. B uensix 3aiuThl HePCOHANBHBIX KOMITBIOTEPOR:

HCTIOJIL3YHTE  TONBKO  JIMUEH3MOHHOE CHCTEMHOE M NPUKIAHOE HPOrpaMMHOE
obecrieueHue;

YCTAaHOBHUTE Ha KOMIILIOTEP TOJIBKO OJHY OIEPALMOHHYIO CHCTEMY:

HC YCTaHABJIMBAHTE W HE WCIOJIB3YHTE HA KOMIIBIOTEpPE IIPOrpaMMbl Ul YIAAICHHOIO
ylipasiienus, Hanpumep TeamViewer:

YCTAaHOBATC M PErylspHO OOHOBISHTE aHTUBUPYCHBIC [IPOTpaMMBl  (HampHMep.
Kaspersky, Dr.Web, Symantec, Avira, ESET, NOD 32, McAfee).

CBOCBPEMEHHO TPOBOAHTE OOHOBJIEHHE CHCTEMHOIO M TPHKIAJHOTO MPOrPaMMHOTO
obecrieyeHus.

JUIL JI0CTyna K HMHQOPMAMOHHBIM CHCTEMaM HE HCIHOJbL3yHTe OGIIe0CTyIIHbIE
KOMIIBIOTEPH] (HAIIPUMED, YCTAHOBIECHHBIE B MHTEPHET-Kade, roCTHHULE), MyGIuunbie
Gecniposouble cetn (Gecrutatubit Wi-Fi u mpouee)

Ipu  nepefaie MHQOPMALMHM C WCIOML30BAHHEM 4YYXKHX KOMIIBIOTEPOB, MOCIE
3aBEPIICHUSl BCEX Onepanui yOemuTech, UTO NEPCOHANbLHBIC NAHHBIE M Apyras
UH(pOPMALHS HE COXPAHUITUCE; _

He nepejasaiite MepCOHANIBHBIX JAHHBIX H HHON KOH(QUIEHIMAIBHON HHpOpMAIHH TPy
HOJYYEHHH THCEM [0 3MeKTPOHHOM 1MoYTe OT KOOI IpefcTaBUTeNeH OAHKOB M HHBIX
(pMHAHCOBBIX OPraHM3AlMH, SN IOy YeHHE TAKUX THCEM HHHIMAPOBAHO He Bamu:

HE MEPEXOINUTE M0 CChIIKAaM B TaKUX MUCbMAX, He OTKPHIBANTE BIOYKEHHBIE PHI0KEHHS
(TaKue pecypehl MOTYT COJIEPKAaTh BPENOHOCHOE IPOrPAMMHOE ofecrnevenue);

B Cilydae OOHApY)KCHHs MOJO3PHTEIBHBIX ACHCTBHH, COBEPIICHHBIX B KOMITBIOTEDE,
HE3aMeUIMTeIbHO CMEHUTE JIOTHH U MMapOJIb;

Ipu  OOHAPYXKCHWH  COBEPIIEHMS  HE3AKOHHBIX  (JMHAHCOBBLIX  omepauuii  —
HE3aME/UTHTENIbHO MOJIAlTe 3asBIICHHE O IaHHOM (aKTe B IPaBOOXPAHHUTEIBHBIEC OpPraHbl
¥ COXPaHHUTE I0Ka3aTe/lbCTBa JaHHOro (pakTa B yCTPOUCTRE.

npu padoTe ¢ HHBIMK HOCHTE/IAMH HHPOPMALMH IIEPe HAYaIoM paGoThI OCYILECTBIISHTE
MX IIPOBEPKY HA MPEAMET OTCYTCTBUS KOMIBIOTEPHBIX BUPYCOB.

2.3. B nenax samuTel HHGOPMALMH OT BO3EHCTBIS MPOrPAMMHBIX KOJIOB, NPHUBOASIIMX
K HapyIICHUIO IITATHOTO (QyHKIMOHHPOBAHKsI CPEICTBA BHIYMCITUTEILHON TEXHUKH:
OOHOBJIAIHTE AHTHBHPYCHbIE IIPOTPAMMBI Ha IIOCTOSHHOM OCHOBE!

OCYIIECTB/IANTE PEryIIAPHBL KOHTPOIIH paGOTOCIOCOGHOCTH AHTHBUPYCHBIX IPOTPAMM:;
CO3JaiTe YCJIOBUS, NPH KOTOPHIX HEBO3MOXKHO HECAHKIHOHMPOBAHHOE OTKIIOYEHHE
CPCACTB AaHTMBHUPYCHOM 3allUThl, HAIPUMEp, IyTEM YCTAHOBJICHMS Tapolieil Ha
KOH(QHUTYpalK aHTHBUPYCOB;

AHTHBUPYCHasl 3allliTa JIOJDKHA O0ECIeYrBaTh COXpaHEHHE OE30MACHOr0 COCTOSHHS
MH(popMAIIUK TIPH TH0OBIX cO0AX;

BBIHCCHUTE SIPJIBIK JUIS 3allycKa aHTHBUPYCHOH mporpamMmbl Ha paboumit cron
[IEPCOHAILHOIO KOMIILIOTEPA U HCIIOIB3YHTE €r0 PEryyspHO



