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1. MukpoxpenuTnas xomnanus «Donj Mukpopunancuposanus Kyprarnckoii o61acTiy, B
pamkax cobmonenus TpeboBanuit Ilonoxenust Banka Poccum ot 17.04.2019 Ne 684-T1
«ITonoxxenust 06 yCTaHOBJIEHUU OOSA3ATEIBHBIX JUIS HE KPEMUTHBIX (JHHAHCOBBIX OpraHH3aLlUil
TpeOOBaHNH K 0OECTIEUEHHIO 3aUTHI MHPOPMAIMH 1P OCYIIECTRIEHUH JESTeNLHOCTH B cepe
()UHAHCOBBIX PBIHKOB B LENSX IPOTHBOACHCTBHS OCYIIECTBICHHIO HE3aKOHHBIX (DHHAHCOBBIX
OIIEpAUi)» yBEJOMIIET CBOUX KIIMEHTOB, HCIOJB3YIOMINX aBTOMATU3UPOBAHHEIE CHCTEMBI JUIS
TOJTy4€HHs], MOATOTOBKH, OOpabOTKM, MEPEeNaud M XpaHeHHs HHPOPMALUM B BJIEKTPOHHOI
(hopme, 0 BO3MOKHBIX PHCKAX IOJyYCHNUs] HECAHKIMOHUPOBAHHOTO JOCTYTIA K MH(OPMALIHH, ¢
UEJbIO  OCYIIECTBICHNAS (UHAHCOBBIX ONEpPAlMil JMLIAMH, HE OOJIAJAIONMMH MPaBOM KX
OCYIIECTBJICHHS, B TOM 4YHCIC NPH yTpare (MOTEpe, XMINCHUH) KIHMEHTOM YCTPOMCTBA, C
UCIIOJIb30BAHMEM KOTOPOTO MM COBEPINAIUCEH JEHCTBHS B IIEJIIX OCYHIECTBIEHHS (PMHAHCOBOH
Onepaluy ¥ HEOOXOAMMOCTH 3allUThl MH()OPMALMU OT BO3JNEHCTBUS MPOIPAMMHBIX KOZOB,
IPUBOAAIMX K HAPYIICHUIO INTAaTHOrO (YHKIHOHUPOBAHUS CPENCTBA BBIYUCIHTEIBHOM
TEXHHUKHU, CBOCBPEMEHHOMY OOHapYKEHUIO BO3JICUCTBIS BPEJOHOCHOTIO KOJIA.

2. B memsix mpenoTBpamieHHs HECAaHKIMOHMPOBAHHOIO JOCTYNa K HH(OpPMALMH H
HAPYWIEHUs IITATHOrO (DYHKIMOHMPOBAHHUS CPEACTBA BBIYACIUTENLHON TEXHHKH KIHCHTA,
Mukpokpe/mrhas — kommanus —«@oHx  MukpoduHaHCHpoBaHHs —Kyprasckoil  o6macTm»
PEKOMEHJTYET CJIEIYIONINE MEPhI 3AUThI:

2.1. B uensx 3amuThl MOGHIIBHBIX YCTPOHCTB:

* CBOCBPEMEHHO YCTaHABIUBANTE OOGHOBIIEHUS GE30MACHOCTH OMEPAIIMOHHON CHCTEMBT

* Ilpu Hamumm TeXHUYECKOH BO3MOXKHOCTH BKIIOYHTE IIM(POBAHHE JAHHBIX HA CBOEM
MOOHIIBHOM YCTPOMICTBE;

* He orxmoualite u He B3nambiBaliTe BCTPOEHHBIE MEXAaHH3MBI OE30MACHOCTH BAIICIO
MOOMJIBHOTO YCTPOICTBA;

* Coxpamsiite B Taline Bamm wums monme3oBarens (OTHH), Mapoib I LOCTyNA B
uHpopmanmonnsie cucteMbl 1 CMC-kogpl. He cooGiaiite 5tu nanHbIe HHUKOMY;

* YdeTHbIe 3anucK OTEPAHOHHON CHCTEMbL A0JDKHBI GBITH 3aIUINEHBI IAPOJISIMHE;

* He xpanuTe jiorun u naposis B MOGUIBHOM Tene(one, cMapTdoHe;

* PerynspHo npou3BoOIUTE CMEHY Hapoeit;

* He ucnonb3syiiTe oMHaKOBBIC JIOTHH M [APOJIB JUIs TOCTYTIA K PA3IHYHbIM CHCTEMAM:

* JlnuHa maposist JoJDKHA ObITh HE MEHEE 8§ CHMBOJIOB;

* B napone 06s3aTenbHO MOMKHBI IIPUCYTCTBOBATH 3arNiaBHBIC M IIPOIKMCHBIE CHMBOJIBL,
LK (pPBIL, a TakyKe CTeIUanbHble CHMBOIIBL, HampuMmep, #, %, A, * u T.1.;

* He ucnonbayiite QyHKIMIO 3aIOMHHAHUS JIOTHHA U TAPOJIS;

" B xauecTse naposs He cie/lyeT HCIIONB30BaTh UMs, PAMUIIAIO, IEHD POXKICHHIS U APyTHE
NAMATHBIE ATl HOMEp TeneoHa, aBTOMOOWIS, aJpec MECTOXKHTEILCTBA M IPYIHE



AQHHBIC, KOTOPBIE MOIYT OBITh MHOJOOPAHBI 3JIOYMBIILIEHHUKOM MyTeM aHAIN3a
UH(OPMALIH 0 TOJIL30BATENE;

He npomsHocure Bemyx, He 3amuchiBaiiTe n He XpaHHTE B JHOOOM IOCTYIIHOM
TIOCTOPOHHUM JIUIIAM MECTE MapOJIH.

2.2. B nesx 3aiuThl MEPCOHANBHBIX KOMITBIOTEPOR: |

|

HCIOJIE3YHTE  TONBKO JIMLEH3MOHHOE CHCTEMHOE M MPUKIAZHOE POrPaMMHOE
obecrneyeHue;

YCTaHOBUTE HA KOMIIBIOTEP TOJIBKO OZHY ONEPALUOHHYIO CHCTEMY;

HE yCTaHAB/IMBAHTE M HE HCMONB3yHTe HA KOMIBIOTEPE NMPOrpaMMbI I YHATCHHOTO
ylpasieHus, Haipumep TeamViewer:

YCTAHOBATE M PETyIApHO OOHOBISIATE aHTUBHPYCHBIE [IPOrpaMMBl  (HampHMep,
Kaspersky, Dr.Web, Symantec, Avira, ESET, NOD 32, McAfee).

CBOCBPEMEHHO IIPOBOJUTE OOHOBJEHHE CHCTEMHOTO H NPHKIAIHOTO MPOTPaMMHOTO
obecrieueHus.

AL JlocTyna K HH(GOPMAlMOHHBIM CHCTEMaM He HCIOJb3yHTe OO6IIeOCTyIIHBIE
KOMIIBIOTEPB! (HAIPUMED, YCTAHOBJICHHBIE B MHTEpHET-Kade, TOCTMHHIE), MyGIHUYHbIE
becnipoonble cetn (Gecrutatabii Wi-Fi u mpouee)

Opu  Tiepesiave  MHQOpMAlMM C  HMCHONB30BAHMEM UYXKHX KOMIIBIOTEPOB, IOCIE
3aBEPIICHUA BCEX ONepaluil yOemuTeCh, UTO TEPCOHANbHbIE NAHHBIE M Jpyras
MH(DOPMALUS HE COXPAHUIIKCE; ,

He nepejiapaiiTe MepCOHaNbHBIX JaHHBIX M MHON KOH(UIEHIHATLHOM HHYOPMAIHH TIpH
TIOJTY4CHHH MHCEM MO 3JIEKTPOHHON I10YTE OT SIKOOBI IPENCTaBUTENCH OAHKOB M HMHBIX
(pMHAHCOBBIX OpraHu3aIWil, €CIM MOMYYEHHE TAKUX [THCEM HHULIMAPOBaHO He Bamu;

HE NICPEXOMUTE MO CCBUIKAM B TAKMX IUChMAX, HE OTKPBIBANTE BIIOKEHHBIE IIPUIIOKECHHUS
(Takue pecypehl MOTYT COAEPIKATh BPEIOHOCHOE IPOrPAMMHOE obecrieueHwue);

B Cllydac OOHApY)XEHHUs IOJO3PUTEIbHBIX JEHCTBU, COBEPIICHHBIX B KOMIIBIOTEpE,
HE3aMeUIUTENbHO CMEHUTE JIOTUH U MApPOJib;

NP OOHApY)KCHMM — COBEDIIEHMS  HE3aKOHHBIX  (DMHAHCOBBIX  Omeparuil  —
HE3aMEINTENBHO TOJIafiTe 3asIBICHUE O JaHHOM (haKTe B IIPABOOXPAHUTEILHbIE OPraHb!
U COXPaHUTE J0KA3aTEeNLCTBA JAHHOTO (DaKTa B yCTPOUCTBE.

pH paboTe ¢ MHBIMH HOCHTENAMHI MH(POPMALUH IIEpel HAYATOM PaGOThI OCYILECTRIISHTE
UX IIPOBEPKY Ha MPEAMET OTCYTCTBUS KOMIIBIOTEPHBIX BUPYCOB.

2.3. B nesnsx 3amuthel MHQOPMALHMI OT BO3AEHCTBIS HPOrPaMMHBIX KOJIOB, [IPUBOISIINX
K HAPYIICHHIO IIITAaTHOI'O (l)YHKIII/IOHI/IpOBaHHSI cpeacrea BBIYMCIIUTEIILHON TEXHUKHU
OOHOBJIIHTE AHTUBHUPYCHBIE POrPAMMBI Ha IIOCTOSHHON OCHOBE;

OCYIUECTBIISATE PEry IIPHBIA KOHTPOJIb pabOTOCIOCOGHOCTH aHTHBHPYCHBIX IIPOrPAMM;
CO3/IaliTe YCIIOBUS, NMPH KOTOPHIX HEBO3SMOXHO HECAHKIMOHMPOBAHHOE OTKIIOUEHHE
CPCACTB AHTMBHUPYCHOM 3alllUTHl, HANpPUMEp, IIyTEM YCTAHOBJEHHS TapoJiieil Ha
KOH(HUTYpaIlui aHTHBUPYCOB;

AQHTUBUPYCHAs 3alllUTa JOJDKHA OOECIEeYMBATh COXpaHEHHE OE30MacCHOrO COCTOSHHUS
MH(OPMAIIH TIPH JTFOO0BIX COOSX;

BBIHCCHTC SPJIBIK JUIA 3allyCKa aHTHBMPYCHOHW IpOrpamMMbl Ha pabouuii  CTON
IIEPCOHATIEHOTO KOMITBIOTEPA M HCIIONIB3YHTE €ro PeryisipHoO



